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Introduction 

This publication shows how criminals use language in subtle and powerful ways to scam people 
RXW�RI�PRQH\��,W�KLJKOLJKWV�KRZ��IDU�IURP�WKH�SRSXODU�LGHD�RI�WKH�JXOOLEOH�RU�YXOQHUDEOH�SHUVRQ�
µIDOOLQJ�IRU¶�D�VFDP��WKH�UHDOLW\�LV�WKDW�scammers are highly skilled manipulators of language 
that use techniques designed to make people feel at ease and disguise any cause for concern. 
This booklet will show some of the ways in which scammers use the reassurance of familiarity, our 
normal instincts to protect, and isolation from support to draw people in and justify their behaviour. 
7KH\�H[SORLW�DOO�W\SHV�RI�VLWXDWLRQV��LQFOXGLQJ�panic, uncertainty and isolation relating to 
COVID-19. They then manoeuvre individuals into positions where they believe they are making 
reasonable choices but are in fact being scammed. 

The information here is vital for community workers, community nurses and domiciliary care 
workers, and individuals who have family or friends who are isolating alone, to spot and deal 
with signs that they are being targeted by a scam. You are key in spotting these issues and 
identifying them in the community. 

Being aware of the ways that scammers manipulate, and seeing some scamming tactics in action 
across a range of different scams here, will equip individuals with knowledge they can use to 
protect themselves, their dependents or loved ones, whatever the situation, and make it 
clear that scam victims are not at fault. 

The reality of scam victims 

6FDPV�DUH�D�W\SH�RI�IUDXG�ZKHUH�D�FULPLQDO�ZLOO�H[WRUW�PRQH\�IURP�LQGLYLGXDOV�E\�PDQLSXODWLQJ�
language to distort reality and isolate their victims from sources of support. 

General notions of who and why someone becomes 
a scam victim can involve blaming the victim for being 
greedy or gullible, or blaming them for ignoring the 
warning signs. This is not only untrue but it also excuses 
and ignores the criminal behaviour of scammers. 

The reality is that scams contain language that is skillfully designed WR�DEXVH�DQ�LQGLYLGXDO¶V�
YXOQHUDELOLWLHV��XQGHUPLQH�WKHLU�FRQ¿GHQFH�DQG�PDQLSXODWH�WKHLU�GHFLVLRQ�PDNLQJ��7KLV�ODQJXDJH�
is the same as language used by perpetrators of other crimes such as domestic violence and 
coercive control, where psychological grooming and abuse are used to trap victims in a 
VLWXDWLRQ�WKDW�LV�GLI¿FXOW�IRU�WKHP�WR�UHFRJQLVH�DV�DEXVLYH��DQG�GLI¿FXOW�IRU�WKHP�WR�VHHN�KHOS�RU�
escape. Scammers are career criminals who work hard to convince their target victim that the 
communication is genuine and safe. They will use language to distort reality and make their 
EHKDYLRXU�DQG�UHTXHVWV�VHHP�UHDVRQDEOH�DQG�H[SHFWHG��DQG�QRW�D�FDXVH�IRU�DODUP��7KH\�ZLOO�WZLVW�
reality to make the victim appear unreasonable if they take steps to protect themselves. 

These tactics mean that victims feel like they are making reasoned, reasonable, rational 
decisions, DQG�PDNHV�LW�LQFUHGLEO\�GLI¿FXOW�IRU�DQ\RQH�ZKR�KDV�EHHQ�JURRPHG�E\�D�VFRU
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Different types of scams, similar tactics 

1R�PDWWHU�WKH�W\SH�RI�VFDP��WKH\�DOO�LQYROYH�VLPLODU�WDFWLFV��$�VFDP¶V�VXFFHVV�GHSHQGV�RQ�KRZ�
effectively the scammer can use language to ‘tap into’ someone’s individual circumstances. 
Some scams last many months, such as romance fraud, where the scammer will get into a 
relationship with the victim purely to manipulate them into repeatedly sending them money. 
,QVWDQW�RU�µRQH�RII¶�VFDPV�VXFK�DV�WKRVH�FDUULHG�RXW�WKURXJK�D�VLQJOH�OHWWHU��DQ�HPDLO��D�WHOHSKRQH�
call or a house visit also use these tactics, but in a shortened form, as the scammer needs to 
¿W�WKH�JURRPLQJ�DQG�WKH�UHTXHVW�IRU�PRQH\�LQ�RQH�FRPPXQLFDWLRQ��7KHVH�VKRUWHU�VFDPV�DUH�
PRVW�HIIHFWLYH�ZKHUH�WKH\�WDUJHW�VSHFL¿F�YXOQHUDELOLWLHV�RU�DQ�LQGLYLGXDO¶V�H[SHFWDWLRQV�RU�
needs��9XOQHUDELOLWLHV�GR�QRW�RQO\�LQFOXGH�WKH�µWUDGLWLRQDO¶�FDWHJRULHV�RI�DGYDQFHG�DJH��LOO�KHDOWK�RU�
loneliness; DQ\�SHUVRQ�ZKRVH�OLIH�FRXOG�EH�LPSURYHG�LQ�DQ\�ZD\���¿QDQFLDOO\��SK\VLFDOO\�RU�
mentally, is vulnerable to scams. 

7KH�&29,'����RXWEUHDN�LV�EHLQJ�XVHG�E\�FULPLQDOV�DV�DQ�RSSRUWXQLW\�WR�KDUQHVV�SDQLF�DQG�IHDU��
DQG�H[SORLW�WKH�GHVLUH�RI�LQGLYLGXDOV�WR�GR�ZKDW�WKH\�FDQ�WR�SURWHFW�WKHPVHOYHV�DQG�RWKHUV��$Q�
H[DPSOH�RI�WKLV�LV�VFDPPHUV�RIIHULQJ�FRXQWHUIHLW�JRRGV�IRU�VDOH��VXFK�DV�IDNH�SHUVRQDO�SURWHFWLYH�
HTXLSPHQW��IDFH�PDVNV��JRJJOHV��HWF����IDNH�VZDEELQJ�NLWV�DQG�IDNH�KDQG�VDQLWLVHUV��7KHVH�
purchases scam individuals out of their money, while also putting them at risk of catching or 
transmitting the virus while assuming they are taking adequate steps to protect themselves and 
others. 



Key tactics of manipulation and persuasion 

The key tactics of these criminals across all scam types are to make the scam communication 
appear genuine and reasonable, and to isolate the victim from sources of support. Some 
also try and make the victim feel protective towards them��5HTXHVWV�IRU�PRQH\�ZKHQ�WKH\�
FRPH�GRQ¶W�VHHP�OLNH�WKH�RQHV�SHRSOH�KDYH�VHHQ�LQ�ZDUQLQJV�DERXW�VFDPV��,QVWHDG�the victim is 
groomed to want to co-operate, and they are separated from opportunities and the motivation to 
seek help. 



Romance scam: ‘legitimate’ urgency 

r 

R 

‘Legitimate’ urgency 
0DNLQJ�D�SHUVRQ�IHHO�the need to respond urgently�LV�LPSRUWDQW�WR�VFDPPHUV��,W�PHDQV�WKHUH�
is less time for the victim to think about the request for money, research the details of the offer or 
contact others for a second opinion. This is done by the scammer creating a mental state where 
the victim feels that they need to respond straightaway. This can be achieved through creating 
D�¶OLPLWHG�WLPH�RQO\¶�VLWXDWLRQ��RU�PDNLQJ�WKH�YLFWLP�IHHO�WKDW�what they are doing is vital, with their 
quick action responsible for DYHUWLQJ�VRPH�NLQG�RI�KHDOWK�RU�¿QDQFLDO�GLVDVWHU or some other 
kind of adversity to befall either the scammer or themselves. 

$Q�H[DPSOH�RI�WKLV�LV�D�VFDPPHU�WXUQLQJ�XS�RQ�D�GRRUVWHS�RIIHULQJ�WR�GR�WKH�VKRSSLQJ�IRU�WKH�
RFFXSDQW�ZKR�LV�XQDEOH�WR�OHDYH�WKHLU�KRPH�GXH�WR�&29,'�����7KLV�IDNH�VHUYLFH�RIIHUV�WKHP�
VRPHWKLQJ�YLWDO�DQG�GHVSHUDWHO\�QHHGHG��DQG�UHTXLUHV�DQ�LPPHGLDWH�UHVSRQVH��+RZHYHU��WKH�
reality is the criminal will take their money and never return. Similarly, door-to-door cleaning 
services that offer to eliminate viruses from properties require an immediate decision and prey on 
IHDU�DQG�SDQLF�DURXQG�&29,'���� 

What’s App / email / social media 
scam: ‘legitimate’ urgency 

“We are giving away free groceries 
worth £250 to support the nation during 
Corona pandemic. Hurry up! Collect 
your Fq
/Clip BMC 
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The set-up 
Scammers will give information earlier in a communication for the sole reason of referring back to 
it, as fact, later. This is a particularly useful technique because this information is not associated 
ZLWK�DVNLQJ�IRU�PRQH\�DQG�ZLOO�QRW�FDXVH�DODUP��+RZHYHU��ZKHQ�LW�LV�UHIHUHQFHG�ODWHU�E\�WKH�
VFDPPHU��LW�LV�XVHG�WR�H[SODLQ�DZD\�UHTXHVWV�IRU�PRQH\�DV�LW reassures the victim through a 
sense of security, familiarity and predictability. 

The set-up: Romance scams 
“Baby I am in a terrible situation at the moment. I am at the port to clear the goods for the 
renovation as I told you earlier on. But when I came here the fees have increased which I 
didn’t expect” 

+HUH�WKH�VFDPPHU�UHIHUV�WR�LQIRUPDWLRQ�DOUHDG\�PHQWLRQHG��µDV�,�WROG�\RX�HDUOLHU�RQ¶��DQG�
QHZ�µXQH[SHFWHG¶�LQIRUPDWLRQ�RI�DQ�LQFUHDVH�LQ�IHHV��7KLV�VHDPOHVV�WUDQVLWLRQ�EHWZHHQ�WKH�
relationship-building and the new information disguises the request for money as part of a 
QRUPDO��UHDVRQDEOH�EXVLQHVV�UHODWHG�GLI¿FXOW\�UDWKHU�WKDQ�DQ�DODUPLQJ�GHPDQG��

The set-up: Postal scams 

“I know that many so-called clairvoyants and others have sold you and other honest 
people genuine fairy tales. I am sorry to be so blunt, but I do not sit at the same table as 
these charlatans. You can believe me and offer me your trust.” 

This type of scam is where the scammer poses as a psychic and sends mass-mailed letters 
to thousands of recipients which ask for money in return for insights into the future, preventing 
a disaster from happening, and so on. The scammer directly criticises scammers, which sets 
himself up as different from them and as someone who can be trusted. This scam relies on the 
SUREDELOLW\�WKDW�VRPH�RI�WKH�UHFLSLHQWV�ZLOO�KDYH�DOUHDG\�EHHQ�D�YLFWLP�RI�D�VFDP��LI�WKH\�KDYHQ¶W��
WKLV�FRPPXQLFDWLRQ�ZRQ¶W�ZRUN��EXW�LI�WKH\�KDYH��this communication will be powerfully 
suggestive DV�LW�VKRZV�WKH�VHQGHU�LV�NQRZOHGJHDEOH�DERXW�WKH�YLFWLP¶V�SDVW��DQG�GHPRQVWUDWHV�
his abilities as a trusted psychic. 





 
 
 
 

 
 
 

How to spot that someone is being scammed 

As you may be the only point of contact with someone in their home it is an important opportunity 
WR�VSRW�LI�VRPHRQH�LV�EHLQJ�WDUJHWHG�E\�VFDPPHUV��8VH�WKH�H[DPSOHV�LQ�WKLV�SXEOLFDWLRQ�DV�D�ZD\�
to talk to the person in your care about the tactics that scammers use, and ask them if any of 
these seem familiar. 

Any communications offering virus cleaning services, vaccines or personal protective 
equipment VKRXOG�EH�WUHDWHG�DV�IUDXGXOHQW�DQG�UHSRUWHG�WR�$FWLRQ�)UDXG�RQOLQH�RU�E\�FDOOLQJ������
���������� 

Encourage the recipient to throw away or ignore any communications that ask them to act 
quickly to secure an offer. 

Any communication that requires a transfer of money should be treated with caution and you 
VKRXOG�DGYLVH�WKH�UHFLSLHQW�WR�SKRQH�WKH�&LWL]HQV�$GYLFH�1DWLRQDO�&RQVXPHU�+HOSOLQH�����������
������IRU�DGYLFH� 

Some indirect indications that someone may be being scammed to look out for are: 
• 9HU\�FOHDQ�GULYHZD\���JXWWHULQJ���URRI 
• Piles of letters that appear to be from abroad, or junk mail or catalogues 
• $�µZRUNVWDWLRQ¶�IRU�UHSO\LQJ�WR�OHWWHUV�LQ�EXON 
• /RWV�RI�FKHDS�LWHPV�ERXJKW�LQ�EXON��LQFOXGLQJ�YLWDPLQV�DQG�KHUEDO�PHGLFDWLRQV��RU�SLOHV�

RI�XQRSHQHG�ER[HV 
• 



   

 

 

 

 

 

TO STOP FRAUD™ 

Take Five To Stop Fraud 
If you receive a request to provide personal or �nancial information always take a moment to re�ect and 
step back from the situation. Here are some general tips to keep in mind: 

1. NEVER DISCLOSE SECURITY DETAILS A genuine bank 
or organisation will never ask you for details such as your 
3,1�RU�FDUG�QXPEHU�RYHU�WKH�SKRQH�RU�LQ�ZULWLQJ��%HIRUH�
you share anything with anyone, stop and think. Unless 
\RX¶UH������VXUH�ZKR�\RX¶UH�WDONLQJ�WR��GRQ¶W�GLVFORVH�DQ\�
SHUVRQDO�RU�¿QDQFLDO�GHWDLOV��,QVWHDG��KDQJ�XS�DQG�FRQWDFW�
the organisation yourself using the number on the back of 
your bank card or on their website. 

2

.

 

D

O

N

’

T

 

A

S

S

U

M

E

 

A

N

 

E

M

A

I

L

 

O

R

 

P

H

O

N

E

 

C

A

L

L

 

I

S

 

A

U

T

H

E

N

T

I

C

 

Ju

s

t

 

b

e

c

a

u

s

e

 

s

o

m

e

o

n

e

 

k

n

o

w

s

 

y

o

u

r

 

b

a

s

i

c

 

m

e

2

.

6

t

h

e

y

 

a

r

e

 

g

e

n

u

i

n

e

.

 

C

r

i

m

i

n

a

l

s

 

w

i

l

l

 

u

s

e

 

a

 

r

a

n

g

e

 

o

f

 

t

e

c

h

n

i

q

u

e

s

 

t

o

 

g

e

t

 

y

o

u

r

 

d

e

t

a

i

l

s

 

a

n

d

 

3

.

 

D

O

N

’

T

 

B

E

 

R

U

S

H

E

D

 

O

R

 

P

R

E

S

S

U

R

E

D

 

t

h

e

y

 

w

o

u

l

d

 

n

e

v

e

r

 

a

s

k

 

y

o

u

 

t

o

 

t

r

a

n

s

f

e

r

 

m

o

n

e

y

 

i

n

t

o

 

a

n

o

t

h

e

r

 

a

c

c

o

u

n

t

,

 

e

v

e

n

 

i

f

6

t

h

e

y

 

s

a

y

 

i

t

 

i

s

 

f

o

r

 

f

r

a

u

d

 

r

e

a

s

o

n

s

.

 

T

h

e

y

 

w

i

l

l

 

a

l

w

a

y

s

 

l

e

t

 

y

o

u

 

c

a

l

l

 

t

h

e

m

 

b

a

c

k

 

o

n

 

a

 

n

u

m

b

e

r

 

y

o

u

 

k

n

o

w

 

i

s

 

r

e

a

l

 

4

.

 

L

I

S

T

E

N

 

T

O

 

Y

O

U

R

 

I

N

S

T

I

N

C

T

S

 



 

Safeguarding 
Adults 
Scamming and Mental Capacity 

LEE:·ANN FENGE, SAUY LE:E and KEITH 
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